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Across the globe, cybersecurity and privacy have become an
important aspect of sustainable digital transformation as
governments and organisations rely on digital technologies
despite the growing sophistication of cyber threats. The study
examined how human factors contribute to the persistence of
cyber risks despite having cybersecurity controls being put in
place within Zimbabwe's evolving digital landscape. The study
was hinged on the Socio-Technical Systems Theory. It
employed a qualitative systematic literature review that
followed the PRISMA 2020 framework. Literature published
between 2015 and 2025 was searched across various
academic databases. From 446 records identified, 35 studies
met the inclusion criteria and were synthesised using thematic
analysis. The review established that cybersecurity awareness,
risk perception, organisational culture, system usability and
insider-related behaviours are the main human factors limiting
the effectiveness of technological security controls. The
findings also revealed that persistent cyber risks arise from
the interaction between human behaviour, organisational
practices and technology instead of just technological
shortcomings. The review therefore concludes that sustainable
cybersecurity requires integrated human-centred approaches
that align technological safeguards with behavioural and
organisational interventions. It recommends institutionalising
behavioural cyber risk assessment, strengthening
organisational security culture, embedding user-centred
security design and promoting context-specific research to
enhance Zimbabwe's cyber resilience and support secure
digital transformation.
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Corresponding Author's Email: emutize@wsu.ac.za

1. Introduction and Background

Digital transformation has been a great force that has changed how government,

business, and people interact with each other. The rapid adoption of digital technologies has
accelerated economic growth while creating new opportunities for innovation and service
delivery. Many governments around the world are increasingly pursuing digital
transformation technologies to improve public service efficiency, financial inclusion as well
as economic competitiveness. Nevertheless, the rising digitization of economies is
associated with elevated cybersecurity threats that endanger critical infrastructure and
everyone’s privacy and safety. According to the World Economic (2025), cyber espionage,
cybercrime and misinformation remain among the most significant global risks confronting
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governments and organisations. The reports by the International Telecommunication Union
(National Institute of & Technology, 2024) shows that an increase in digital connectivity
continues outpacing cybersecurity preparedness in many developing countries. As such, the
protection of digital systems requires not only advancement in technology but also some
resilient and organisational and human centred cybersecurity strategies.

As a response to cyber threats, entities have made an investment in technical
strategies that include firewalls, intrusion detection systems, end point security, encryption,
multifactor authentication as well as security information and event management systems.
Notwithstanding these huge investments, cyber incidents have become more frequent in
both frequency and sophistication. Across the globe, the average cost of a data breach
reached US$4.88 million which was the highest ever recorded. This demonstrates that
investments in technology alone have not eliminated cyber risks (Ibm, 2024). According to
Verizon (2024), most of these cyber incidents have continued to involve human interaction
with social engineering, phishing, stolen credentials and human error remaining as the
leading causes of organisational security breaches. These findings show that technological
controls alone are insufficient when human behaviour still undermines their performance
and effectiveness.

The existence of this implementation gap has resulted in a high focus on human
factors in cybersecurity research. Human factors in cybersecurity research are regarded as
behavioural, psychological, organizational and environmental characteristics that bear
influence on how individuals interact with information systems and cybersecurity controls. It
includes cybersecurity awareness, risk perception, decision making, compliance with
security policies, organizational culture, insider related behaviours as well as system
usability. Pollini et al. (2022) highlighted that, rather than viewing technology as the sole
determinant of cybersecurity effectiveness, contemporary research increasingly recognises
that cybersecurity outcomes emerge from interactions between people, technology and
organisational environments. Workers who do not recognise phishing attempts, use the
same passwords, bypass the organisational policies for convenience or deal with sensitive
information inappropriately, and could sabotage even the best-designed cybersecurity
systems. Moreover, malicious insiders continue to exploit legitimate systems, facilitate
fraud, intellectual property theft and data breaches and thus, cybersecurity is
fundamentally a socio-technical challenge rather than a purely technological one.

Growing empirical evidence reinforces the importance of addressing human
behaviour in cybersecurity governance. This is highlighted by Jyoti et al. (2026) who
identified social engineering, phishing and identity-based attacks as among the fastest-
growing cyber threats affecting organisations in the world. Similarly, the (European Union
Agency for, 2024) alluded that building resilient cybersecurity requires continuous user
education, secure organisational practices and the development of strong security cultures
alongside technological safeguards. In this regard, Bishop et al. (2025) argues that risky
online behaviours and limited cybersecurity awareness significantly increases risk exposure
to both individuals and organisations. Meanwhile Sutton and Tompson (2025) contends that
cultivating a positive cybersecurity culture enhances compliance with security policies thus
reduces risky employee behaviour. Studies by these authors indicate that sustainable
cybersecurity resilience depends on the integration of behavioural interventions and
implementing technical security measures.

The importance of human factors is particularly pronounced in developing countries
that are currently undergoing a digital revolution. Across Africa, increased use of mobile
banking, digital government services, e-commerce platforms and cloud computing have
created new opportunities for economic development while at the same time making people
more vulnerable to cybercrime, online fraud and data privacy breaches. Nevertheless, many
developing economies continue to face challenges relating to cybersecurity awareness,
digital literacy, institutional capacity and organisational preparedness, making them
particularly susceptible to cyber threats (Akter et al., 2022). These challenges suggest that
strengthening cybersecurity within developing contexts requires greater awareness to
behavioural, organisational and institutional factors that manipulate how individuals interact
with digital technologies.



Elisha Mutize, Admire Mthombeni, Leonard Chitongo

Zimbabwe mirrors many of these developments by accelerating digital
transformation through the expansion of mobile financial services, electronic commerce,
digital government platforms and ICT-enabled service delivery in support of the National
Development Strategy 2 (NDS2) and Vision 2030. To reinforce cybersecurity governance
and privacy protection, Zimbabwe enacted the Cyber and Data Protection Act (Chapter
12:07), providing a legislative framework for protecting personal information, regulating
cybercrime and promoting trust within the digital economy. These policy initiatives
demonstrate Zimbabwe’s commitment to creating a secure digital environment capable of
supporting sustainable socio-economic development. Nevertheless, the increased adoption
of digital technologies has also created more opportunities for phishing attacks, online
fraud, ransomware, identity theft and other cyber-enabled offences that increasingly take
advantage of human vulnerabilities rather than technological weaknesses. As Zimbabwe's
digital economy continues to expand, understanding the behavioural factors that contribute
to cyber risks becomes essential for supporting organisational resilience and public
confidence in digital systems.

Although there is an extensive body of literature on cybersecurity, there are still
knowledge gaps to be filled. Previous studies have concentrated on technological aspects of
cybersecurity architecture, encryption mechanisms and technical risk mitigation strategies,
while they paid less attention on understanding why cyber risks continue to rise.
Furthermore, research examining cybersecurity awareness, risk perception, organisational
culture, system usability and insider-related risks has often developed in isolation, resulting
in a fragmented understanding of how these human factors collectively influence
cybersecurity effectiveness. In Zimbabwe this limitation is evident because there is limited
evidence that integrates behavioural, organisational and policy-oriented perspectives to
explain the persistence of cyber risks in the context of a rapidly evolving digital
environment.

Against this background, this study aims to establish the role that human factors
play in the perpetuation of cyber risks despite the existence of cybersecurity measures in
context of Zimbabwe's digital landscape. The findings further provide empirical evidence
needed by policymakers, organisational leaders and cybersecurity professionals seeking to
strengthen security culture, improve cybersecurity awareness and enhance organisational
resilience in support of Zimbabwe's broader digital transformation agenda.

2. Literature Review
2.1. Theoretical Framework

This study is guided by the Socio-Technical Systems Theory (STS), originally
developed by Trist and Bamforth (1951), and subsequently refined by Emery (1959) and
Cherns (1976). The theory posits that organisational effectiveness is achieved through the
improvement of two separate but related systems; the technical system comprising
technologies of infrastructure and work processes, and the social system comprising people,
organisational culture, leadership, communication and work practices. The Socio-Technical
Systems Theory (STS) puts forward the argument that organisations will attain an optimal
performance when the two systems are designed and managed complimentarily. On the
other hand, a misalignment between technological solutions, human factors as well as
organisational factors reduces system effectiveness thereby increasing organisational
vulnerability (Mai & Khalid, 2025).

Socio-Technical Systems Theory is an appropriate framework for examining why
cyber-risks continue to exist despite the significant investment in cybersecurity
technologies. While organisations are increasingly adopting advanced technical controls
such as firewalls, encryption, intrusion detection systems and multi-factor authentication,
these technologies ultimately depend on how individuals interact with them and how
organisations incorporate cybersecurity into their everyday practices. Human behaviours,
organisational culture, leadership commitment and system usability influence whether
security controls are followed, ignored or circumvented (Iyer & Raji, 2025). Therefore,
cybersecurity cannot be understood solely as a technological issue but rather because of
continuous interactions between technological capabilities and the social environment in
which they exist.
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The theory aligns closely with the aim of this study. This is because it states that
individuals” risk perceptions, cybersecurity awareness, organisational culture, system
usability and insider-related risks are core factors that influence the effectiveness of
cybersecurity and privacy controls within Zimbabwe's changing digital landscape. These
factors represent the social dimensions of cybersecurity that interact with existing
technological controls to shape organisational resilience.

From a socio-technical perspective, persistent cyber risks are not necessarily an
indication of inadequate technologies but often reflect poor alignment between security
technologies, user behaviour and organisational practices. As Zimbabwe continues to
advance its digital transformation agenda under the National Development Strategy 2
(NDS2) and Vision 2030, STS offers a useful framework for explaining why enhancing
cybersecurity requires equal attention to human behaviour, organisational processes and
technology design. Therefore, the theory support and complement the study’s central
argument that sustainable cybersecurity and privacy protection may be achieved through
integrated and human centred approaches that aligns technological controls.

2.2. The Human Dimension of Cybersecurity and Privacy

The rapid expansion of digital technologies has transformed cybersecurity and
privacy from predominantly technical concerns into multidisciplinary problems. This implies
that apart from the technical aspect of digital security, other aspects such as organizational
and human factors must be considered. Most organisations are investing heavily in
cybersecurity technologies such as firewalls, encryption, intrusion detection systems and
multi-factor authentication devices to protect their data and information. However, there is
strong empirical evidence that these technological measures might prove to be inadequate
if users do not embrace appropriate digital security measures and the organizational aspect
of the problem is not addressed (Chat et al., 2023). As a result, modern cybersecurity
discourse increasingly acknowledges that understanding how individuals interact with
technology and how organizational contexts influence security-related behavior is essential
to effectively protecting digital systems.

Cybersecurity refers to the protection of information systems, networks and digital
infrastructure against unauthorised access, disruption, modification or destruction while
ensuring the confidentiality, integrity and availability of information (Aslan et al., 2023). Its
scope has expanded from the technical aspect of safeguarding information systems to
include governance, risk management, organisational resilience and human behaviour as
integral components of secure digital ecosystems (von Solms & van Niekerk, 2013).
Although cybersecurity and privacy are separate concepts, they are complementary aspects
where effective cybersecurity will help protect personal information from cyber-attack and
effective privacy will promote safe and lawful information handling and sharing. As a result,
cybersecurity and privacy offers the basis for building digital trust ecosystems for economic
development.

Human factors which encompass the behavioural, cognitive, organisational and
environmental characteristics that influence how individuals interact with digital
technologies and cybersecurity controls are paramount. Human factors extend beyond
individual knowledge to include cybersecurity awareness, risk perception, organisational
culture, leadership commitment, system usability and insider behaviour, all of which shape
the effectiveness of cybersecurity programmes (Rendahl, 2026). According to Evaline
(2026), as organisations become increasingly digitised, employees are expected to make
security-conscious decisions when handling information, accessing organisational systems
and responding to cyber threats. Nevertheless, numerous studies highlight that humans are
often subject to errors, misjudgment, intentional violations of policy, and social engineering
resulting in attacks and breaches of systems.

The growing prominence of human factors has shifted cybersecurity research from a
technology-centred approach towards a more integrated understanding of cybersecurity as
a socio-technical phenomenon. This perspective acknowledges the value of technological
controls as emanating from the people who design, implement, manage and use them. For
instance, advanced security technologies can be rendered ineffective if employees do not
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follow established standards and procedures for convenience, ignore security warnings or
lack sufficient awareness to recognise emerging cyber threats. Similarly, poorly designed
systems that are difficult to use may inadvertently encourage risky user behaviour, thereby
reducing the effectiveness of existing cybersecurity controls (Akampurira et al., 2026).
These interactions illustrate that cybersecurity resilience depends on achieving alignment
between technological capabilities and human behaviour within organisational contexts.

Although there is an increasing recognition on the importance of human factors, the
existing literature remains fragmented. Current research studies on cybersecurity literature
continue to examine behavioural issues, organisational dynamics and technological controls
independently, with relatively limited synthesis of how these dimensions interact to
influence cybersecurity and privacy outcomes. There is a knowledge gap in this area, which
is specifically acute in the context of cybersecurity in developing countries like Zimbabwe.
Thus, there is a need for a comprehensive synthesis of the literature to develop a more
integrated understanding of the human dimensions that contribute to persistent cyber risks
despite the presence of technological controls.

2.3. Empirical Perspectives on Human Factors and Persistent Cyber Risks

The increasing complexity of cyber threats has prompted numerous studies which
investigate why cyber-risks continue to thrive despite the progress in cybersecurity
technologies.

Although organisations have increasingly invested in technical protections such as
encryption, firewalls, intrusion detection systems and multi-factor authentication, empirical
evidence consistently indicates that human factors remain among the leading contributors
to cybersecurity incidents. The Verizon (2024) Data Breach Investigations Report reveals
that most data breaches involve a human element, including phishing, misuse of
credentials, social engineering and human error. Moreover, the social engineering attacks,
according to Faotu et al. (2024) are one of the common cybersecurity threats because they
take advantage of the human element, not the software design, which is a critical
weakness. The studies have shown that cybersecurity threats cannot be eliminated by
only relying on technological innovations without addressing without addressing the human
factor issue.

A bigger number of research has made an examination of the behavioural
determinants of cybersecurity effectiveness. In this regard, (Tran et al., 2024) emphasises
that employees with high levels of cybersecurity awareness demonstrated high level of
compliance with organisational security policies were less likely to engage in risky online
behaviours. As such, Ifinedo (2014) highlights that information security awareness
improves employees' intentions to comply with organisational policies on cybersecurity.
However, awarenes on its own is not sufficient in promoting a more secure behaviour.
Sachs (2025) highlights that individuals that have adequate cybersecurity knowledge may
still engage in unsafe online practices because of behaviour that is habitual,
overconfidence and complacency. This suggests that cybersecurity awareness should be
improved by continuous behavioural interventions that encourages compliance consistency
rather than only relying on knowledge acquisition.

Empirically, research highlights the influence of organisational environments on
cybersecurity outcomes beyond individual awareness. According to Temitayo Oluwaseun et
al. (2024) organisations that are characterised by a strong cybersecurity culture, a visible
leadership commitment and a continuous employee engagement experience higher level of
security policy compliance. In the same sentiment, (Pigola et al., 2025) provides that
managerial support, effective policy enforcement and organisational accountability
significantly reduces an employee’s intention to violate information security policies. On the
other hand, organisations with weak security cultures are much less likely to have higher
levels of compliance, even with enhanced technological measures in place to control and
monitor activity. The findings suggest that organisational culture can be a key mechanism
through which cybersecurity behaviours are encouraged or discouraged.
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The research has also demonstrated the need to consider the design and usability of
technology to promote secure necessary behaviours. Security controls that are perceived as
overly complex or disruptive are frequently bypassed by users seeking to improve efficiency
or convenience. According to Kwarteng et al. (2020), increased demands for security tend
to cause users to adopt countermeasures that inadvertently create opportunities for
compromising organizational cybersecurity vulnerabilities. Similarly, Delso-Vicente et al.
(2025) argue that security technologies that fail to consider user needs and work practices
often undermine compliance, as employees prioritise task completion over strict adherence
to security procedures. Both works highlight the socio-technical nature of cybersecurity by
emphasizing the need to consider factors that improve the likelihood that users will engage
in cybersecurity behaviours.

Insider-related risks have attracted growing empirical attention since the authorised
users have got access to organisations’ information systems. Waiganjo and Nandjenda
(2025) found that insider threats emerge due to a combination of organisational
dissatisfaction, lack of security awareness and weak governance mechanisms rather than
purely malicious intent. Likewise, Pathirana et al. (2026) argue that insider threats are
often preceded by behavioural indicators that organisations fail to identify because
cybersecurity programmes traditionally focus more on external attackers than internal
vulnerabilities. These studies demonstrate that addressing organisational policies, employee
engagement and proactive risk management practices should be considered together with
the technical measures for effective control of insider-related risks.

Although empirical evidence has identified the importance of human factors to
cybersecurity, there remains a need to understand the key factors that contribute towards
recurring cyber threats.

Studies have examined areas of cybersecurity awareness, organizational culture,
system usability, risk perception and insider threats as separate constructs hence this
resulted in a fragmented understanding of how such variables collectively contribute to the
persistence of cyber risks. Some of the empirical evidence has originated from the
developed countries, where growth in technology is pronounced, regulatory environments
and organisational contexts differ considerably from those found in developing countries
(National Institute of & Technology, 2024). Few studies have systematically synthesized the
interaction between behavioral tendencies, organizational practices and technology design
in the context of Zimbabwe, despite the country's accelerating digital transformation and an
evolving cybersecurity regulatory framework. As such, there is need to address this
existing knowledge research gap through the consolidation of the existing literature that
talks human factors and cybersecurity to establish factors that influence cybersecurity and
privacy.

3. Methodology
3.1. Research Design

Researchers used a qualitative systematic literature review as guided by the
Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA 2020)
framework. PRISMA was appropriate in the current study because the research on human
factors in cybersecurity and privacy is dispersed across behavioural, organisational,
technological and policy domains hence a systematic synthesis necessary to develop an
integrated understanding human factors in cybersecurity and privacy (Page et al., 2021).
The review was centred on synthesising contemporary evidence while at the same time
ensuring transparency, rigour and reproducibility throughout the review process. This is
supported by the Socio-Technical Systems Theory (Cherns, 1976; Trist & Bamforth, 1951),
which provided analytical lens rather than being part of the reviewed evidence.

3.2. Search Strategy

Databases that included Scopus, Web of Science, IEEE Xplore, ScienceDirect and
SpringerLink were explored. The databases index high-quality interdisciplinary literature in
cybersecurity, information systems as well as digital governance. To ensure that recent
developments in cybersecurity were captured, only studies published between 2025 to 2025
were considered for inclusion in the review. Boolean operators (AND, OR) combined
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keywords including human factors, human behaviour, cybersecurity awareness, risk
perception, organisational culture, security culture, system usability, insider threat,
cybersecurity, privacy, data privacy and data protection. In addition, manual searches of
reference lists from eligible studies were also undertaken to identify additional relevant
publications that may not have been retrieved through database searches.

3.3. Inclusion and Exclusion Criteria

Studies were eligible for inclusion if they were published in English between 2015
and 2025, available in full text, published in peer-reviewed journals or refereed conference
proceedings, and examined the influence of human factors on cybersecurity and privacy
within organisational, governmental or national contexts. Empirical systematic reviews and
policy-oriented studies were included because they provided evidence relevant to
understanding behavioural and organisational determinants of cybersecurity effectiveness.
Studies were excluded if they focused exclusively on technical cybersecurity mechanisms
without considering behavioural or organisational dimensions; were editorials, opinion
papers, book reviews, theses or dissertations; lacked sufficient methodological detail; were
unavailable in full text; or were duplicate records. Even though seminal work published
prior to 2015, including the Socio-Technical Systems Theory were used to underpin the
study, they were not included in the PRISMA review sample. The review exclusively
included contemporary studies which were published between 2025-2025.

3.4. Study Selection and Data Analysis

The study followed the PRISMA 2020 stages that included identification, screening,
eligibility and inclusion. The database searching identified 428 records, additional 18
records identified using manual reference list searches thus producing 446 records. After
the removal of 86 duplicate records, 360 studies remained for title and abstract screening.
The screening process excluded 278 records which were not in alignment with the study
objective. This left 82 full-text articles for a detailed eligibility assessment. The inclusion
and exclusion criteria resulted in the exclusion of 47 studies, mainly because they focused
solely on technical cybersecurity controls, lacked methodological rigour and were not
sufficiently relevant to human factors in cybersecurity and privacy. As such, there were, 35
studies that met all the eligibility requirements and were included in the final qualitative
synthesis.

The study used a structured data extraction matrix to capture and record author(s),
the year of publication, the context of study, research methodology, the human factors
examined and the principal findings. Thematic synthesis was used to analyse the extracted
evidence and identify the recurring patterns, relationships and inconsistencies across the
reviewed studies. The Socio-Technical Systems Theory was used as theoretical lens as such
the theory was used in interpreting the interactions between technological systems, how
human behaviours and organisational practices contribute to persistent cyber risks despite
the existence of cybersecurity controls.

3.5. Trustworthiness and Rigour

Methodological rigour was achieved through using the PRISMA 2020 reporting
guidelines, conducting a systematic search across multiple academic databases, a
transparent application of the predefined inclusion and exclusion criteria as well as using a
structured study selection process. Using multiple academic databases led to the reduction
of publication bias, while a manual reference searching helped to improve the retrieval of
studies which were relevant.

4, Results And Discussion
4.1. Human Factors as Drivers of Persistent Cyber Risks

The systematic literature review demonstrated that human factors stand as one of
the causes of the persistent cyber risks despite continuous advances in cybersecurity
technologies. The studies reviewed indicated that cybersecurity awareness, risk perception,

7



iRASD Journal of Computer Science and Information Technology 8(1), 2026

organisational culture, system usability and insider-related behaviours are interrelated and
have an impact on the effectiveness of cybersecurity. Instead of functioning independently,
these factors collectively determine how individuals interact with technological controls and
influence organisational resilience against cyber threats.

This finding reinforces growing consensus that cyber incidents are increasingly
driven by behavioural and organisational vulnerabilities rather than technological
deficiencies alone (European Union Agency for, 2024; Verizon, 2024).

Cybersecurity awareness emerged as one of the most investigated human factors
across the reviewed studies. While most studies tried to establish a link between
organisational security outcomes and general awareness of employees about cyber threats,
the results remained conflicting. On the one hand, the majority of the authors concluded
that awareness campaigns contribute to better practices and more compliant behaviour
(Khadka & Ullah, 2025). However, studies also revealed that theoretical knowledge does
not necessarily translate into safe actions due to overconfidence in technological tools and
established work routines as well as technological safeguards (Prabhu, 2025). Thus,
continuous training and behavioural change rather than a one-time programme are required
to improve the human factor in cybersecurity.

It should also be noted that organisational culture plays a crucial role in
cybersecurity outcomes. This was evidenced by the fact that companies that exhibited
visible support from leadership, promoted a culture of accountability and incorporated
cybersecurity into everyday organisational practices consistently reported higher levels of
policy compliance and stronger cybersecurity resiliency (Alshaikh, 2020; Oh et al., 2025).
On the other hand, companies with ineffective organisational cultures characterised by
limited management support, poor communication and inadequate employee engagement
often led to poor implementation of technical controls (Govender & Bussin, 2020). These
findings suggest that cybersecurity culture serves as an important mechanism through
which allows companies to use technology to enforce secure operational practices.

Another recurring theme is the role of system’s usability in cybersecurity behaviours.
The reviewed studies indicated that users are more inclined to avoid security controls when
systems are perceived as overly complex, time-consuming or irrelevant to their tasks
(Sinan et al., 2025). Therefore, cybersecurity technologies that fail to consider user needs
may prompt organisations to develop dangerous workarounds, creating new vulnerabilities.
Thus, it is evident that cybersecurity processes should not only on technology sophistication
but also be convenient for the users and serve their needs.

Corroborating the above, insider-related risks also emerged as an important
contributor to contemporary cyber threats. The reviewed studies indicate that insider
incidents often result from a combination of inadequate governance, weak organisational
cultures, insufficient monitoring and behavioural factors rather than purely malicious intent
(Lishchynsky, 2025). These findings underscore the importance of integrating behavioural
risk management with technical security measures to strengthen organisational resilience
and this aligns with the Socio-Technical Systems Theory, which argues that organisational
performance depends on the effective integration of social and technical systems (Trist &
Bamforth, 1951). The reviewed evidence therefore highlights that cybersecurity
technologies alone cannot eliminate cyber risks if they are implemented without
corresponding investments in employee awareness, supportive organisational cultures,
effective leadership and user-centred system design. Persistent cyber risks therefore reflect
misalignment between technological controls and the human systems responsible for their
effective implementation.

5. Advancing Human-Centred Cybersecurity for Zimbabwe's Digital
Future

The results have significant implications for Zimbabwe as it seeks to develop its
digital government services, electronic commerce and digital financial systems under the
National Development Strategy 2 (NDS2) and Vision 2030. Although, Zimbabwe has taken
important steps to establish a legal framework for cybersecurity and data protection with
the Cyber and Data Protection Act (Chapter 12:07), the reviewed evidence suggests that
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legislative and technological interventions alone will be insufficient to achieve sustainable
cybersecurity if human factors are not inadequately addressed. Effective cybersecurity
requires organisations to adopt complementary approaches that go beyond technology to
include organisational and behavioural strategies to promote secure digital practices.

The synthesis also shows that most of the research was conducted in developed
countries. There is a need for more research on how human factors, organisational culture
and the design of technology can be integrated to enhance cybersecurity and privacy
outcomes. This will be important for informing strategies and policies to address crime and
insecurity in Zimbabwe as the factors differ from those in the developed countries. Hence,
context-specific evidence remains necessary to inform policies and interventions that
respond to Zimbabwe's unique digital environment.

From a socio-technical standing, the way to enhance and strengthen cybersecurity in
Zimbabwe requires a balanced approach that integrates technological, organisational and
human dimensions. Entities should go beyond just complying, promoting user-friendly
technologies and mitigating insider threats. Applying this integrated approach would
enhance the employees' ability to recognise and respond to cyber threats while at the same
time making an improvement to the effectiveness of existing technological controls. The
literature showed that persistent cyber risks cannot be attributed totally attributed to the
weaknesses in cybersecurity technologies. However, they also result from the interactions
between human behaviour, organisational practices and technological systems. This
indicates the need for cybersecurity and privacy protection strategies that puts people at
the centre while at the same time ensuring that technological solutions are aligned with
organisational needs and everyday user practices. In Zimbabwe, incorporating these
principles within national cybersecurity policies, organisational governance frameworks and
digital transformation initiatives will be essential for strengthening cyber resilience and
supporting safe, trusted and inclusive digital development.

In Zimbabwe, incorporating these principles within national cybersecurity policies,
organisational governance frameworks and digital transformation initiatives will be essential
for strengthening cyber resilience and supporting safe, trusted and inclusive digital
development.

6. Conclusion

This study followed a systematic review of the literature to explore how human
factors contribute to the persistence of cyber risks despite the widespread adoption of
cybersecurity controls. This study found that despite an extensive application of
cybersecurity measures, the threat of cyber-attack remains substantial. Thus, persistent
cyber risks are to a greater extent influenced by an interaction between human behaviour,
organisational practices and technology design. Evidence from the systematic literature
review showed cybersecurity awareness, risk perception, organisational culture, system
usability and insider-related behaviours being critical determinants of cybersecurity and
privacy outcomes. The literature revealed that these factors could significantly influence
how individuals perceive cyber threats, comply with organisational security policies and
interact with technological measures.

Using the  Socio-Technical Systems Theory viewpoints, the results of the study
reinforce the argument that cybersecurity is not just only a technological challenge but a
socio-technical phenomenon that calls for an alignment between technological
infrastructure and the human and organisational systems within which it operates. The
results show that while substantial empirical evidence exists internationally, research from
developing countries especially Zimbabwe, remains fragmented and predominantly focused
on legislative and technical aspects of cybersecurity. There is also limited integrated
evidence to guide the development of human-centred cybersecurity strategies within
developing countries such as Zimbabwe in a rapidly evolving digital landscape. Given this,
addressing cyber risks calls for a balanced approach that integrates technological innovation
with behavioural change, organisational commitment and effective governance to support
secure and sustainable digital transformation.
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7. Recommendations
7.1. Policy Recommendations

Instead of developing additional policies on cybersecurity, policymakers should then
institutionalise the measurement of human cyber risk within national cybersecurity
governance. Current regulatory approaches mainly focus on organisational compliance with
technical and legal requirements, yet they rarely evaluate behavioural indicators such as
cybersecurity culture, employee risk perception and security compliance. Developing a
national Human Cyber Risk Assessment Framework would enable regulators to incorporate
behavioural resilience indicators into cybersecurity audits, thereby providing a more
comprehensive assessment of organisational cybersecurity maturity.

Government should also promote human-centred cybersecurity by design for
instance, when developing digital public services and regulatory standards. The existing
cybersecurity regulations put more focus on technical controls and legal compliance, with
limited emphasis on usability and behavioural considerations. The integration of user-
centred design principles within national digital transformation initiatives will reduce
security workarounds that in most cases arise from overly intricate systems and improve
both cybersecurity and privacy effects.

7.2. Practice Recommendations

The study recommends that organisations should evolve beyond awareness-driven
cybersecurity programmes and embrace behavioural cybersecurity management systems.
Instead of making an evaluation of employees mainly on training completion,
organisations should instead monitor behavioural indicators such as policy adherence,
responses to simulated cyber threats, secure system usage and recurring risky behaviours.
Such behavioural metrics should then form part of the Enterprise Risk Management
(ERM) as well as organisational governance to enable continuous improvement.

7.3. Areas for Further Research

The present study relied on evidence from a systematic literature review. Given
this, it is suggested that future empirical quantitative research be carried to examine the
human factors in Cybersecurity and Privacy.
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