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As quantum computing progresses, longstanding security 
assumptions that form the foundations of today's digital 
infrastructure are being undermined, and new cryptographic 
mechanisms are needed that can resist attacks from a 
quantum computer. In this study, the bibliometric analysis of 
1346 Web of Science Core Collection documents from 2015 to 
2026 have been used to map the development, intellectual 

structure and emerging cybersecurity applications of post-
quantum cryptography (PQC). Bibliometrix/Biblioshiny and 
VOSviewer were used to perform performance analysis and 
science mapping, including annual production, citation 
dynamics, author productivity, institutional and country 
contributions, source concentration, keyword co-occurrence, 

thematic positioning, and topic evolution. The results indicate 
that research has accelerated quickly, from less than 10 
publications per year in 2015-2016 to 456 in 2025, and that 

2026 is a partial indexing year. Citation influence is dominated 
by China and the United States, and the most visible 
affiliations include the Chinese Academy of Sciences, State 
University System of Florida, and Florida Atlantic University. 

IEEE Access is the leading publication outlet. Keyword and 
thematic analyses show that the field has moved from 
foundational cryptanalysis and mathematical constructions 
toward lattice-based cryptography, hardware acceleration, 
NIST standardization, CRYSTALS-Kyber/ML-KEM, 
authentication, blockchain, Internet of Things, and migration-
oriented cybersecurity. The study further identifies a post-

standardization shift from algorithm competition to 
implementation assurance, crypto-agility, interoperability, 
side-channel resilience, and sector-specific deployment. These 
findings provide an updated evidence base for researchers, 
cybersecurity practitioners, standards bodies, and 

organizations planning quantum-safe migration. 
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1. Introduction 
 

Public-key cryptography is embedded in almost every layer of modern digital life, 

including web authentication, software updates, virtual private networks, electronic 

payments, cloud platforms, identity systems, critical infrastructure, and Internet of Things 

(IoT) devices. Much of this security relies on mathematical problems such as integer 

factorization and discrete logarithms that are difficult for classical computers. Shor (1994), 

however, demonstrated that sufficiently capable quantum computers could solve these 
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problems in polynomial time, thereby undermining widely deployed RSA and elliptic-curve 

cryptography. The strategic implication is not that current systems are already broken, but 

that information requiring long-term confidentiality may be exposed to “harvest now, 

decrypt later” attacks and that large-scale cryptographic migration must begin before 

cryptographically relevant quantum computers become practical. Bauch et al. (2017) 

therefore frame post-quantum cryptography (PQC) as the development of cryptosystems 

intended to remain secure even when adversaries possess large quantum computers. 

 

The policy and standards response have accelerated substantially. NIST’s 2016 

report on PQC formally emphasized the need for quantum-resistant public-key algorithms 

and crypto-agility (Chen et al., 2016). After a multiyear international standardization 

process, NIST finalized FIPS 203 for ML-KEM, FIPS 204 for ML-DSA, and FIPS 205 for SLH-

DSA in August 2024. In March 2025, NIST selected HQC as an additional key-encapsulation 

mechanism to diversify the mathematical foundations of the standardized portfolio (Alagic 

et al., 2025). By 2026, the focus shifted from selecting algorithms to migrating to an 

architecture and operating in a crypto-agile manner, with NIST guidance emphasizing the 

need to change and adapt cryptographic algorithms in software, hardware, firmware, 

protocols, and organizational infrastructures (Barker et al., 2026). This shift represents a 

critical shift in the research problem – it's not just about whether there are quantum-

resistant algorithms, but whether they can be securely deployed at scale in an efficient and 

interoperable way. 

 

This magnified agenda is reflected in scientific literature. Early research focused 

almost exclusively on mathematical constructions and efficient implementations, such as 

lattice based, code based, hash based, multivariate based, and isogeny based. Hardware-

oriented studies focused on FPGA and processor acceleration since PQC algorithms can 

handle larger keys, signatures, and workloads than conventional schemes (Koziel et al., 

2017; Nejatollahi et al., 2019). Lattice-based research gained momentum due to its 

performance and standardization potential, resulting in many studies on the multiplication 

of polynomials, acceleration of instruction set and embedded implementation (Bisheh-

Niasar et al., 2021; Liu et al., 2019). Meanwhile, studies in the application domain 

investigated the introduction of quantum-safe security to IoT, edge devices, transport 

protocols, distributed energy systems and migration processes of organizations (Ahn et al., 

2022; Cheng et al., 2017; Joseph et al., 2022; Liu et al., 2018).   

 

Post-standardization literature has shifted more towards practical cybersecurity. A 

visible applied stream of hybrid and quantum-resistant Transport Layer Security (TLS), 

IPsec, blockchain platforms, healthcare systems, consumer devices, and enterprise 

migration frameworks are now available. Rubio García et al. (2024)   demonstrated 

quantum-resistant TLS using PQC and quantum key distribution, while Lawo et al. (2024)   

reported PQC-secured IPsec tunnels. Hasan et al. (2024) proposed a structured enterprise 

migration framework based on cryptographic dependency analysis. More recent work 

studies digital-signature integration in TLS and PKI, quantum-safe blockchain, IoT 

authentication, side-channel leakage, and high-throughput hardware or GPU acceleration 

(Dai et al., 2025; Huang et al., 2024; Ma et al., 2024; Puneyani & Bhat, 2025; Raavi et al., 

2025). These developments indicate that PQC is becoming a systems-security and 

governance problem in addition to a cryptographic-design problem. 

 

The rapid expansion and diversification of PQC research makes systematic mapping 

necessary. Bibliometric analysis is well suited to identifying growth patterns, leading 

contributors, source concentration, citation influence, intellectual structure, and emerging 

themes across large bodies of literature (Donthu et al., 2021). A recent Scopus-based study 

by Hasija et al. (2025)   confirms strong interest in bibliometric assessment of PQC. 

Consequently, the contribution of the present study is not merely to repeat a general 

bibliometric overview. Instead, it provides an updated Web of Science-based map through 

31 August 2026, captures the post-standardization period after FIPS 203-205 and the HQC 

selection, integrates Lotka’s and Bradford’s productivity laws, and explicitly interprets the 

transition from algorithmic foundations toward cybersecurity deployment, crypto-agility, 

hardware assurance, blockchain, IoT, authentication, and migration. This positioning is 

particularly important because publication counts alone cannot reveal whether the field is 

maturing toward implementable quantum-safe infrastructures. 

 



Elisha Mutize, Admire Mthombeni, Leonard Chitongo 

 

3 
 

The study therefore addresses four research questions. RQ1 examines how PQC 

research has evolved over time and how its citation profile has changed. RQ2 identifies the 

most productive and influential authors, sources, affiliations, and countries. RQ3 maps the 

dominant intellectual and thematic structures of literature. RQ4 identifies emerging 

cybersecurity applications and research priorities likely to shape the next phase of 

quantum-safe security. By combining descriptive performance indicators with science-

mapping outputs, the paper offers a concise but comprehensive account of where PQC 

research has come from, where it is concentrated, and where it is moving. 

 

RQ1: How has post-quantum cryptography and cybersecurity research evolved over time? 

RQ2: Which authors, sources, affiliations, and countries dominate the field in productivity 

and influence? 

RQ3: What are the dominant intellectual and thematic structures of post-quantum 

cryptography research? 

RQ4: Which emerging cybersecurity applications and implementation priorities are shaping 

future research? 

 

2. Conceptual Background and Related Literature 
 

Post-quantum cryptography can be understood as classical cryptography against the 

adversary who may have quantum computers. Hence, it is different from quantum key 

distribution (QKD) which is based on quantum-physical mechanisms for key establishment. 

The primary driver of PQC is compatibility—quantum-resistant algorithms that can be 

executed on conventional computing and networking platforms, and in principle can be 

integrated into existing protocols and applications. The standardization process of NIST 

accelerated the work for several families of mathematics: lattices, codes, hashes, 

multivariate equations and isogenies. In the long run, lattice-based methods grew 

particularly prominent as they allow for very good security assumptions with relatively good 

practicality while introducing implementation complexity, memory size, physical leakage 

and interoperability issues. 

 

It has also been demonstrated in the literature that the mathematical security is 

only one of the many layers of practical security. Nejatollahi et al. (2019) compiled the 

hardware and implementation issues of lattice-based cryptography, while Anastasova et al. 

(2021) and Bisheh-Niasar et al. (2021) illustrated the impact of implementation strategies 

and instruction-set acceleration on feasibility materially, respectively. Hardware 

performance is a current topic as embedded systems, IoT devices, smart meters, network 

appliances and high throughput servers have very different requirements. In the current 

bibliometric corpus, the increased attention on FPGA, processor architecture and side-

channel research is the result of the understanding that even if an algorithm is 

mathematically correct its implementation may be inefficient or physically insecure, 

resulting in failure in the operational process. 

 

Cybersecurity applications have increasingly become the medium between 

cryptographic standards and risk reduction in the real world. IoT is an early and persistent 

application domain because devices can be deployed for many years, and they often have 

limited resources (Cheng et al., 2017; Kumar, 2022). Digital signatures are also a major 

concern, as the public-key authentication is fundamental for software distribution, 

certificates, identity, and non-repudiation; Tan et al. (2022) demonstrate that the 

requirements for digital signatures in real-world applications impose different feasibility 

constraints on PQC candidates. As researchers incorporate PQC into TLS and IPsec and 

experiment with hybrid implementations that aim to minimize the risk of transition, 

transport and network security have gained traction. The research on blockchain is also 

growing as traditional signature assumptions are directly integrated into the transaction 

validation and consensus mechanisms (Abbas et al., 2025; Kim et al., 2024; Puneyani & 

Bhat, 2025).   

 

Now the organisation migration issue has become a research theme by itself. Joseph 

et al. (2022) emphasize that the replacement of cryptography will be a multi-year process 

and will depend on many factors for application and device performance, compliance, 

implementation, and operation. In this context, Hasan et al. (2024) present a cryptographic 
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dependency analysis and prioritization approach. In addition, NIST's updated crypto-agility 

guidance highlights the importance of organizations having mechanisms to replace 

algorithms without disrupting operations (Barker et al., 2026). This means that today's PQC 

landscape is a shift from “which algorithms are quantum resistant?” to “how can quantum-

resistant algorithms be securely deployed, governed, monitored, and replaced across 

complex digital ecosystems?” 

 

In this context, bibliometric science mapping is useful as it provides an insight into 

the structure of that transition on a large scale. Performance analysis detects productive 

authors, institutions, countries and sources, while citation analysis reveals early intellectual 

influence, co-word mapping shows conceptual relationships, thematic maps differentiate 

well developed themes from emerging or peripheral ones, and trend-topic analysis shows 

how the vocabulary of the field evolves over time (Aria & Cuccurullo, 2017; Donthu et al., 

2021). The use of Bibliometrix/Biblioshiny and VOSviewer is especially relevant as it allows 

for quantitative bibliometric indicators as well as network visualization (van Eck & Waltman, 

2010).  

  

3. Methodology 
 

In this study, bibliometric performance analysis and science mapping were employed 

to analyze the literature on post-quantum cryptography in the Web of Science Core 

Collection. Web of Science was chosen because it includes bibliographic metadata, citation 

information, author affiliations, keywords, and source information all in a standardized 

format that is appropriate for replicable bibliometric analysis. The search was performed on 

31st August 2026 with the following topic query: TS= ("post-quantum cryptograph*" OR 

"post quantum cryptograph*" OR "quantum-resistant cryptograph*" OR "quantum resistant 

cryptograph*" OR "quantum-safe cryptograph*"). The final merged source file submitted 

for analysis was already deduplicated with 1346 unique Web of Science records. The 

publication years observed in the final corpus were 2015-2026; thus, the manuscript 

presents the period that was observed in the provided data set, not the period that was 

arbitrarily chosen for the retrospective cut-off. 

 

The selection workflow was carried out transparently according to the PRISMA 

approach (Page et al., 2021).   The source file provided had been merged and deduplicated 

and so a pre-deduplication retrieval total could not be reconstructed without the invention 

of information. The flow diagram starts with the 1,346 records remaining in the final 

deduplicated WoS export, includes a bibliometric eligibility assessment, and indicates that 

all 1,346 records are included. There were no further exclusions made as the provided data 

set was prepared with the stipulated PQC search strategy. This allows for traceability and 

explicitly states the limitation of this approach in providing pre-processing counts from a 

final merged file. 

 

Bibliometrix/Biblioshiny was used for annual scientific production, citation trends, 

author productivity, source productivity, affiliations, country production, most cited 

countries, keyword frequencies, thematic mapping, trend topics, Lotka’s law, and Bradford’s 

law. Bibliometrix is an open-source R-based environment developed for comprehensive 

science mapping (Aria & Cuccurullo, 2017). VOSviewer was used for keyword co-occurrence 

visualization because it is specifically designed to construct and display bibliometric 

networks using similarity-based mapping (van Eck & Waltman, 2010). Lotka’s law was used 

to assess the concentration of scientific productivity across authors Lotka (1926), whereas 

Bradford’s law was used to examine concentration and dispersion across publication sources 

(Bradford, 1934). 

 

The analysis was organized around four dimensions. First, temporal performance 

was assessed using annual scientific production and average article citations per year. 

Second, social and institutional structure was examined through productive authors, author 

productivity distribution, affiliations, and geographic production/citation patterns. Third, 

publication structure was assessed using most relevant sources and Bradford’s law. Fourth, 

intellectual and conceptual structure was analyzed using the most relevant words, treemap, 

word cloud, thematic map, trend topics, and keyword co-occurrence network. Citation 

counts were treated as time-sensitive indicators of visibility rather than direct measures of 

research quality; recent documents naturally have shorter citation windows. The 2026 
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publication total was also interpreted cautiously because the search was conducted before 

the end of the calendar year and indexing delays can further depress the apparent output of 

the most recent year. 

 

Table 1 

Search Strategy and Analytical Protocol 
Element Specification 

Database Web of Science Core Collection 
Search date 31 August 2026 

Topic search TS=("post-quantum cryptograph*" OR "post 
quantum cryptograph*" OR "quantum-resistant 
cryptograph*" OR "quantum resistant 
cryptograph*" OR "quantum-safe cryptograph*") 

Observed publication period 2015-2026 
Final records 1,346 unique records in the supplied 

merged/deduplicated export 
Main tools Bibliometrix/Biblioshiny and VOSviewer 
Performance analyses Annual production, citations, authors, affiliations, 

sources, countries, Lotka and Bradford laws 

Science mapping Keyword frequency, treemap, word cloud, 
thematic map, trend topics, keyword co-
occurrence network 

 
Figure 1: PRISMA-style Bibliometric Selection Flow for the Final Web of Science 

Corpus 

 

Figure 1 documents the transparent selection logic used for the study. The analysis 

begins with the 1,346 records contained in the supplied merged and deduplicated Web of 

Science export and retains all of them after bibliometric eligibility assessment. The diagram 
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deliberately does not invent a pre-deduplication retrieval count because that information is 

not recoverable from the final merged file. This provides a reproducible basis for the 

subsequent performance and science-mapping analyses. 

 

4. Results 

4.1. Growth of the Field and Citation Dynamics 
 

Figure 2 illustrates that there was a shift from a small specialist literature to a fast-

growing research field. The number of publications did not exceed 10 per year in 2015 and 

2016, grew to 34 in 2018 and 85 in 2020, and rapidly increased thereafter. Production 

increased to 140 documents in 2022, 172 in 2023, 268 in 2024, and 456 in 2025. The 

activity count in 2026 (32) is not considered a decline since the search was run on 31 

August 2026 and there is a calendar truncation and indexing delay for the latest published 

year. The pattern of growth is similar to the one observed for PQC from the pre-

standardization exploration phase to the phase of standardized algorithms and deployment-

oriented cybersecurity research. 

 

Table 2 

Annual Scientific Production in the Final Corpus 
Year Documents 

2015 9 
2016 9 
2017 10 

2018 34 
2019 44 
2020 85 
2021 87 
2022 140 
2023 172 

2024 268 
2025 456 
2026 32 

 

 
Figure 2: Annual Scientific Production in Post-quantum Cryptography Research 
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Figure 3: Average Article Citations per Year 

 

The publication trend is complemented by the citation-rate profile in Figure 3. The 

higher normalized citation activity is seen around the earlier expansion phase (2017 and 

2021-2024), which is since older cohorts have had more time to accumulate citations. The 

lower average for 2025 and 2026 is thus mostly attributable to a "citation-window effect" 

and not to a decline in scholarly importance. The 1,346 records received a total of 13,025 

Web of Science citations, and the median was four citations per record. The combination of 

fast output growth and short citation windows further underscores the importance of taking 

raw citation rankings with a “grain of salt” when it comes to recent research. 

 

4.2. Author productivity and Lotka’s law 
 

Figure 4 shows that there is a consistent set of recurring contributors. Azarderakhsh 

R has published the most documents (24), followed by Akleylek S (20), Kim S (20) and 

Kermani MM (18). Fourteen to fifteen papers were contributed by several other authors. 

These names are closely related to implementation, hardware acceleration, lattice-based 

cryptography, isogeny-based cryptography and security engineering, showing that the 

research on technical implementation has played a prominent role in the development of 

the field. The abbreviated names of the authors mean that the ranking should be 

interpreted with knowledge of possible author-name ambiguity, as with any bibliometric 

output using such names. 

 

Table 3 

Most Productive Author-name Entries 
Author Documents 

Azarderakhsh R 24 
Akleylek S 20 

Kim S 20 

Kermani MM 18 
Debnath SK 15 
Gaborit P 15 
Seo H 15 
Seo SC 15 

Xie JF 15 
Liu Z 14 
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Figure 4. Most Relevant Authors 

 

Figure 5 displays the Lotka distribution which indicates that author productivity is 

very skewed. Around 75.8% of author-name entries had only one document and around 

12.9% had two, with decreasing percentages having more publications. The fitted exponent 

is 2.58 with R² = 0.9731; the fitted Kolmogorov-Smirnov p-value of 1 indicates good 

agreement between the observed and fitted distribution. Substantively, there is a widely 

distributed base of occasional contributors with a much smaller number of highly productive 

specialists, as is usual in rapidly growing technical areas. 

 

 
Figure 5: Lotka’s Law of Scientific Productivity 

 

4.3. Publication Sources and Bradford Concentration 
 

IEEE Access is the dominant outlet with 125 documents, far ahead of the next 

sources. The rest of the top list includes circuits and systems, computer architecture, 

cryptographic engineering, embedded systems, and general cryptography journals. This 

outlet mix underlines the interdisciplinary nature of PQC; progress will require not just 

mathematical cryptography, but also hardware design, computer architecture, 

communications, embedded computing, and implementation of cybersecurity. 

 

 

 

 

 



Elisha Mutize, Admire Mthombeni, Leonard Chitongo 

 

9 
 

Table 4:  

Most Relevant Publication Sources 
Source Documents 

IEEE Access 125 
IEEE Transactions on Circuits and Systems I-

Regular Papers 

41 

IEEE Transactions on Computers 40 
Designs, Codes and Cryptography 39 
Electronics 37 
Journal of Cryptographic Engineering 27 
Cryptography 26 
Applied Sciences-Basel 25 

IEICE Transactions on Fundamentals of 
Electronics, Communications and Computer 
Sciences 

25 

ACM Transactions on Embedded Computing 
Systems 

24 

 

 
Figure 6. Most Relevant Sources 

 

 
Figure 7: Bradford’s Law Distribution of Sources 

 

Bradford's law is a more meaningful interpretation of source concentration. The 

figure shows a core zone of 12 highly productive sources, a Zone 2 of 45 sources, and a 

long peripheral tail of 269 sources of Zone 3. The Bradford multiplier is 4.86 and the fitted 
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model has R² = 0.9925 with a KS p-value of 0.958. The finding is that the research in PQC 

has a distinguishable publication core, but literature is still scattered in neighbouring fields 

like networking, hardware, mathematics, IoT, information systems, and applied security. 

 

4.4. Institutional and Geographic Structure 
 

The affiliation ranking reveals high institutional concentration in China, the USA, 

India, South Korea and France. The Chinese Academy of Sciences is the top author with 84 

articles, followed by the State University System of Florida with 63 articles. Others include 

Florida Atlantic University, the NIT System, Tsinghua University, and the University of 

Chinese Academy of Sciences. The distribution suggests that PQC has grown up around the 

institutional ecology of cryptography, hardware, communications, and computer-security. 

 

Table 5 

Most Relevant Affiliations 
Affiliation Articles 

Chinese Academy of Sciences 84 
State University System of Florida 63 

Florida Atlantic University 37 
National Institute of Technology (NIT System) 36 

Tsinghua University 32 
University of Chinese Academy of Sciences, CAS 32 
Indian Institute of Technology System (IIT 
System) 

28 

Kookmin University 28 
Centre National de la Recherche Scientifique 
(CNRS) 

27 

Nanjing University of Aeronautics and 
Astronautics 

25 

 

 
Figure 8. Most Relevant Affiliations 
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Figure 9: Country Scientific Production 

 

The country-production map shows that there is widespread international 

involvement, but strong geographical asymmetry. China is the most active producer, with 

the United States and India also active. The second tier extends to Europe, East Asia, 

Canada, Australia and some of the emerging research economies. The diversity of 

participants shows the importance of the security services of quantum computers, and the 

fact that the participants are concentrated in a few countries demonstrates that the 

development of the quantum security market is still influenced by the availability of 

cryptographic know-how, hardware laboratories, cybersecurity courses, and standardization 

networks. 

 

Table 6 

Most Cited Countries 
Country Citations 

China 3331 
USA 2313 
Korea 1029 

India 1026 
United Kingdom 458 
Japan 341 
Spain 295 
Italy 275 
France 271 
Canada 260 

 
Figure 10: Most Cited Countries 



iRASD Journal of Computer Science and Information Technology 7(1), 2026 

12   

Influence of citation is even more focused than geographic participation. The top 

countries for citations are China (3,331) and the United States (2,313). Korea and India 

have more than 1000 citations, while the United Kingdom, Japan, Spain, Italy, France and 

Canada rank in between. The finding validates that the field is early influenced by the 

interaction of systems in East Asia, North America, and select European systems. It also 

indicates that India has emerged as a big contributor both in output as well as citation 

visibility. 

 

4.5. Influential documents and the intellectual base 
 

The citation ranking shows that the intellectual base is anchored in implementation 

surveys, migration strategy, IoT security, FPGA acceleration, and efficient lattice/isogeny 

implementations. The most cited document in the data set is Nejatollahi et al. (2019), 

followed by Joseph et al. (2022). As can be seen, a work by Cheng et al. (2017) is among 

the most cited works, which shows that IoT security was early identified as a quantum-

transition issue. In the body of knowledge of this field, several works by Koziel et al. (2017) 

are well cited that deal with practical isogeny and lattice implementations, thereby 

highlighting the importance of implementation engineering. The ranking also indicates a 

transition from algorithm feasibility to deployment and transition in which organizational 

migration and security are playing more of a role. 

 

Table 7:  

Ten Most Cited Documents in the Web of Science Corpus 
Author(s) Year Document Source WoS citations 

Nejatollahi et al. 2019 Post-Quantum Lattice-Based 
Cryptography Implementations: A 
Survey 

Computing 
Surveys 

199 

Joseph et al. 2022 Transitioning organizations to post-
quantum cryptography 

Nature 189 

Cheng et al. 2017 Securing the Internet of Things in a 
Quantum World 

Ieee 
Communications 
Magazine 

157 

Koziel et al. 2017 Post-Quantum Cryptography on FPGA 

Based on Isogenies on Elliptic Curves 

Ieee Transactions 

on Circuits and 
Systems I-Regular 
Papers 

148 

Anastasova et al. 2021 Fast Strategies for the Implementation 
of SIKE Round 3 on ARM Cortex-M4 

Ieee Transactions 
on Circuits and 
Systems I-Regular 
Papers 

146 

Liu et al. 2019 Optimized Schoolbook Polynomial 
Multiplication for Compact Lattice-
Based Cryptography on FPGA 

Ieee Transactions 
on Very Large-
Scale Integration 
(Vlsi) Systems 

119 

Bisheh-Niasar et al. 2021 Instruction-Set Accelerated 
Implementation of CRYSTALS-Kyber 

Ieee Transactions 
on Circuits and 
Systems I-Regular 

Papers 

110 

Wang et al. 2021 Experimental authentication of 

quantum key distribution with post-
quantum cryptography 

Npj Quantum 

Information 

106 

Dam et al. 2023 A Survey of Post-Quantum 
Cryptography: Start of a New Race 

Cryptography 103 

Xin et al. 2020 VPQC: A Domain-Specific Vector 
Processor for Post-Quantum 
Cryptography Based on RISC-V 
Architecture 

Ieee Transactions 
on Circuits and 
Systems I-Regular 
Papers 

95 

 

4.6. Keyword Structure and Thematic Positioning 
 

The most frequent keywords are post-quantum cryptography (739), cryptography 

(218), security (208), lattice-based cryptography (134) and quantum computing (122). 

NIST is mentioned 97 times, which is a testament to the field-shaping influence of the 

standardization process. Another feature is the presence of blockchain, encryption and 
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hardware, which suggests that the research frontier is moving out of the abstract 

cryptographic construction and toward implementation and cybersecurity applications. 

 

Table 8 

Most Relevant Words 
Keyword Occurrences 

Post-quantum cryptography 739 
cryptography 218 
security 208 
lattice-based cryptography 134 

quantum computing 122 
NIST 97 
post-quantum cryptography (PQC) 86 
encryption 81 
blockchain 80 
hardware 68 

 
Figure 11: Most Relevant Words in the Bibliometric Corpus 

 

 
Figure 12: Treemap of High-frequency Keywords 

 

The treemap offers a more detailed picture of the long tail of topics. Besides the 

main terms, other common terms are algorithms, authentication, Internet of Things, FPGA, 

cryptanalysis, CRYSTALS-Kyber, digital signatures, implementation, code-based 

cryptography, protocols, public key, key encapsulation mechanisms, side-channel attacks, 

and cryptosystems. A multi-layered approach to the field is illustrated by the presence of 
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mathematical, hardware, protocol and application terms. It also suggests that the current 

PQC focus is more on embedding primitives as part of trustworthy systems. 

 
Figure 13: Word Cloud of Dominant Keywords 

 

The word cloud is an additional descriptive visualization, and not a stand-alone 

inferential result. Its visual hierarchy helps to emphasize the centrality of post-quantum 

cryptography, security, cryptography, lattice-based cryptography, quantum computing, 

NIST, blockchain, and authentication. Cloud is helpful because it helps to recognize the 

identity of the field right away: PQC research is at the same time mathematical, 

engineering-oriented, and cybersecurity-driven. 

 

 
Figure 14: Thematic Map Based on Keyword Centrality and Density 

 

The thematic map distinguishes between themes which are highly developed and 

central themes from themes which are less consolidated or emerging. The hardware-

oriented PQC cluster, comprising post-quantum cryptography, hardware, and FPGA, 

dominates the upper-right motor-theme area, a cluster that is also larger than the other, 

encompassing cryptography-security-quantum computing. This means that implementation 

efficiency and hardware realization are not secondary issues but are main drives in the 

field. The lower-left emerging/declining region shows clusters of lattice-based cryptography, 

algorithms, NIST, digital signatures, and public key with lower density or centrality based 

on the mapping parameters used. The following positions are not mechanically understood 

as substantive decline. While the research is still going strong, older names can be moved 

into apparently weaker quadrants by lexical fragmentation, standard renaming, or by 
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changing from the generic “lattice-based cryptography” to the specific standardized names 

like ML-KEM and ML-DSA. 

 

4.7. Topic Evolution and Co-occurrence Structure 

 
The trend-topic analysis clearly shows a course of historical development. Previous 

studies focused on multivariate public-key cryptosystems, provable security, quantum 

cryptanalysis, oblivious transfer, computational complexity, McEliece, Rainbow, and 

isogeny-based cryptography. Around 2022-2023, cryptanalysis, lattice-based cryptography, 

hardware, and algorithms became prominent. The most prominent words in 2024 were 

post-quantum cryptography, cryptography, and security. The frontier shifted towards 

blockchain, authentication and CRYSTALS-Kyber in 2025. This series shows the evolution of 

the field from candidate families to standard lattice-based mechanisms and deployment in a 

specific domain. 

 

 
Figure 15. Trend Topics Across the Development of Post-quantum Cryptography 

Research 

 

 

 
Figure 16: Keyword Co-occurrence Network 
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The co-occurrence network brings together thematic interpretation in three broad 

connected networks. One cluster focuses on post-quantum cryptography and its 

algorithmic/standardization terminology, a second cluster relates closely to security, 

cryptography, public-key mechanisms, and quantum-computing issues, and a third cluster 

is strongly associated with hardware implementation, FPGA, computer architecture, and 

efficiency. High connectivity between clusters indicates that these areas are not 

independent. In PQC research, mathematical security, system-level cybersecurity, and 

implementation performance are all becoming fundamental and must be addressed 

simultaneously. The network thus enables a systems approach to quantum-safe migration, 

where algorithmic, protocol, hardware and operational security practices are co-evolving. 

 

5. Discussion 
 

The results indicate that PQC has transitioned from a relatively small specialist field 

to a quickly expanding field in cybersecurity. The production curve is particularly telling 

production was in single digits in the mid-2010s but started to surge after 2022, reaching 

456 records in 2025. This increase is in line with NIST's timeline for evaluating candidates 

and releasing FIPS 203, 204 and 205. The research incentive system seems to have been 

altered due to the standardization. Much of the literature prior to the finalization of the 

standards dealt with candidate algorithms, mathematical assumptions, cryptanalysis and 

comparative implementation. Post-standardization, literature has begun to focus on 

implementation of quantum-safe algorithms in practical systems, controlling the overhead 

of these algorithms, and mitigating migration risk. 

 

This interpretation is backed up by the intellectual basis. Implementation surveys, 

FPGA and processor acceleration, IoT security and organizational transition are highly cited 

work. Nejatollahi et al. (2019) created a significant synthesis of implementation issues for 

lattice-based PQC, and Joseph et al. (2022) repackaged PQC as an organizational transition 

challenge. The high number of references to Cheng et al. (2017) and Liu et al. (2018) 

indicates that before standardization, concerns about IoT and edge-security dominated, 

with long-lived and resource-constrained devices being especially vulnerable to 

cryptographic obsolescence. Recent research takes the same reasoning and applies it to the 

realm of distributed energy resources, healthcare, blockchain, consumer devices and cloud-

connected systems. 

 

The distributions of the sources and authors show maturity and fragmentation. Just 

over 75% of the authors only appear in a single paper, and 269 sources fall into Bradford's 

third zone; a small number of highly productive authors and a small 12-source Bradford 

core indicate an identifiable research nucleus. This is common in an area that is at the 

intersection of cryptography, circuits, computer architecture, embedded systems, 

networking, IoT, blockchain, and cybersecurity. The benefit of diversity is that it enables 

rapid cross domain innovation, the drawbacks are that the evaluation criteria can become 

inconsistent. Throughput may be the focus of a hardware paper, latency may be the focus 

of an application paper, security reductions may be the focus of a cryptographic paper, and 

governance may be the focus of a migration paper. Future progress will need shared 

benchmarks that recognize and link these dimensions of progress together, as opposed to 

optimizing each dimension individually. 

 

The keyword and thematic results reveal lattice-based cryptography as the 

predominant technical foundation but also indicate that the field's language is evolving. 

There are generic terms like lattice-based cryptography, algorithms and post-quantum 

cryptography as well as terms like blockchain and authentication that refer to applications. 

This change is in line with the standardization of ML-KEM and ML-DSA. However, as 

standardised names percolate through protocols and products, bibliometric analyses will 

need to increasingly normalize synonymous or transitional terminology (such as Kyber and 

ML-KEM, or Dilithium and ML-DSA) to prevent breaking a single technical lineage into 

multiple nodes of keywords. 

 

Hardware is not a special implementation detail; it's a motor theme. The strong 

presence of FPGA, computer architecture, hardware, and implementation is indicative of the 

need for quantum-resistant security to be applicable to a variety of platforms. The studies 

related to polynomial multipliers, instruction-set acceleration, embedded processors and 
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GPU acceleration all show that performance engineering is now a first-class security 

requirement. Meanwhile, side-channel studies like Huang et al. (2024) and lightweight IoT 

cryptosystems like Ma et al. (2024) demonstrate that the assessment of acceleration should 

not be done in isolation and is coupled with physical leakage and implementation 

assurance. However, in the post-standardization world it will no longer be a question of 

whether an algorithm can be made to run, but rather if it can be made to run securely 

under realistic attack models and operational constraints. 

 

The trend analysis also reveals the move towards application-layer cyber security. 

Authentication, CRYSTALS-Kyber and Blockchain are prominent in the latest period. This 

aligns with the efforts to incorporate quantum-safe protocols into Hyperledger Fabric, 

decentralized systems, TLS, PKI, and IPsec (Abbas et al., 2025). Hybrid designs are 

especially critical during the transition period when organizations can't change all classical 

cryptography at once.  Rubio García et al. (2024) and Rubio García et al. (2025) 

demonstrate how PQC can be layered with existing security protocols and in some 

instances, QKD. Such methods are likely to gain more influence as migration moves from 

prototype to production systems. 

 

The bibliometric results also bear significance to the novelty of the PQC mapping 

research itself. Starting with the year 2025, Hasija et al. (2025)  already present a general 

bibliometric study of PQC based on Scopus. The present study, therefore, is valuable for its 

distinct database, more recent time, non-standardized angle, productivity-law analysis, and 

clear interpretation of implementation and migration to cybersecurity. This study does not 

suggest that the field has not been mapped before, rather it is offering an updated 

snapshot that is more deployment oriented. This is a more defensible and useful position for 

the researchers and practitioners who need to determine where new work can be useful. 

 

6. Future Research Agenda 
 

First, crypto-agility and migration engineering should be the focus of future 

research. There is a need for inventories of cryptographic dependencies, methods for 

algorithm substitution, hybrid transition methods and rollback strategies that maintain 

interoperability. Research needs to shift focus from one-time migration to measurable 

crypto-agility maturity models, which can be evaluated across industries and associated 

with software bills of materials (SBOMs), certificate infrastructures, hardware roots of trust, 

and enterprise risk management (ERM) (Barker et al., 2026; Hasan et al., 2024).   

 

Secondly, more attention must be paid to implementation assurance. However, 

there are still ways to attack standardized algorithms, including side channels, weak 

randomness, faulty parameter handling, memory errors and insecure protocol integration. 

Future work should involve setting up repeatable leakage limits for microcontrollers, FPGA, 

CPU, GPU and trusted hardware, and reporting the leakage and the secure implementation 

overhead, power consumption, electromagnetic leakage, timing, and masking costs, and 

fault resistance. Security/Resource should be the objective, not simply throughput. 

 

Third, the deployment in sectors should be strengthened. IoT, healthcare, smart 

grids, industrial control, cloud platforms, mobile devices and blockchain have unique 

constraints. Future standards (HQC/FALCON) should be evaluated in studies in the context 

of realistic message sizes, certificate chains, constrained memory, and intermittent 

connectivity, as well as lifecycle update requirements. The need for cross-layer experiments 

is particularly acute as algorithm benchmarks do not necessarily translate to application-

level performance. 

 

Fourth, hybrid and interoperable protocol design deserves systematic comparison. 

Classical-plus-PQC and PQC-plus-QKD configurations can minimise transition risk but are 

more complex and add new failure modes and larger messages. Research should involve 

comparisons of hybrid constructions with the same threat model and formal security 

analysis, as well as measuring handshake latency, bandwidth, state management, 

downgrade resistance, operational recoverability. 

 



iRASD Journal of Computer Science and Information Technology 7(1), 2026 

18   

Fifth, evidence in the field is needed with respect to post-quantum blockchain and 

distributed systems. Feasibility has been demonstrated through current studies, but 

additional efforts are needed to increase signature size, expand states, improve consensus 

performance, increase validator throughput, facilitate key rotation, ensure smart-contract 

compatibility, and provide long-lived ledger verification. The same questions apply for 

archival signatures, electronic voting and digital identity: How long will the records be 

needed to be verifiable? 

 

Finally, future bibliometric studies need to standardize terminology and explicitly 

differentiate between candidate names prior to standardization and candidate names after 

standardization. It is recommended to track Kyber/ML-KEM, Dilithium/ML-DSA, 

SPHINCS+/SLH-DSA and Falcon/FN-DSA as connected concepts. The longitudinal science 

mapping may then be able to assess if science moves from algorithm development to 

migration, compliance, product assurance and evidence of real-world incidents after 2026. 

 

Table 9 

Priority Agenda for Post-quantum Cybersecurity Research 
Priority Current gap Recommended research direction 

Crypto-agility and 
migration 

Limited evidence on enterprise-wide 
replacement and dependency 
management 

Develop measurable migration maturity models, 
cryptographic inventories, dependency graphs, hybrid 
transition strategies, and rollback mechanisms. 

Implementation 
assurance 

Performance studies often separated 
from physical-security evaluation 

Benchmark timing, power, EM leakage, masking, fault 
resistance, randomness, and secure implementation 
overhead across platforms. 

IoT and edge 
security 

Resource constraints can make 
standardized PQC difficult to deploy 

Evaluate ML-KEM/ML-DSA/SLH-DSA on constrained 
devices under realistic network, memory, energy, and 
updating conditions. 

Network protocols Hybrid designs add complexity and 
interoperability risks 

Compare classical-PQC and PQC-QKD TLS/IPsec designs 
using consistent security and performance metrics. 

Blockchain and 

digital identity 

Signature and key growth can affect 

long-lived distributed systems 

Study consensus, storage growth, key rotation, archival 

verification, and migration of legacy ledgers/identities. 
Hardware 
acceleration 

Throughput gains may increase side-
channel exposure 

Integrate acceleration with side-channel/fault 
countermeasures and report security-per-watt/security-
per-area metrics. 

Standards evolution Terminology and algorithm names 
are changing after standardization 

Track Kyber→ML-KEM, Dilithium→ML-DSA, 
SPHINCS+→SLH-DSA, and future HQC/FN-DSA adoption 
longitudinally. 

 
7. Theoretical, Methodological, and Practical Implications 

 

According to the study, PQC should be thought of more and more as a socio-

technical transition than a small family of cryptographic algorithms. The bibliometric 

structure is related to mathematical security, hardware architecture, protocols, application 

domains and organizational migration. This systems perspective is also the reason why 

“security” and “hardware” are key topics in addition to lattice-based cryptography, and why 

recent areas like authentication and blockchain become prominent following 

standardization. Future conceptual efforts can thus be combined with cryptographic 

strength and implementation assurance, interoperability, lifecycle governance and migration 

readiness. 

 

As for methodology, the paper shows the usefulness of the combination of 

performance analysis, Lotka and Bradford laws, citation geography, thematic maps, trend 

topics and co-word networks. There is no single bibliometric indicator that is sufficient. 

Publication counts provide evidence of growth, citation counts provide evidence of influence, 

and keyword maps provide evidence of conceptual organization—but are sensitive to 

terminology, and citation counts are biased by time. Analyses of this type, coupled with 

others, provide a more balanced picture of a rapidly changing technical area. 

 

From a practical standpoint, the results show that it is not too soon for cyber 

security organizations to plan for a quantum-computing threat. The research frontier has 

already progressed to implementation, migration, hybrid protocols, side channel resilience, 

IoT, blockchain and crypto-agility. Security leaders should thus map their cryptographic 

exposures, list all the sensitive data that will be affected for a long time, and benchmark 

standardized PQC mechanisms and map out replacement routes. Researchers can help this 

by reporting deployment-oriented evidence instead of benchmarks that are based on 

algorithms. 
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8. Limitations 
 

There are several limitations in this study. First, it relies on the Web of Science Core 

Collection; relevant papers indexed only in Scopus, IEEE Xplore, ACM Digital Library, arXiv, 

or other repositories may be omitted. Second, the search strategy intentionally uses broad 

PQC terminology and may under-retrieve papers that focus only on standardized algorithm 

names without explicitly using a post-quantum or quantum-resistant descriptor. Third, the 

source file provided for analysis was already merged and duplicated, so the pre-

deduplication retrieval count could not be reconstructed for a conventional PRISMA 

duplicate-removal step. Fourth, citation counts favor older publications and should not be 

treated as direct measures of quality. Fifth, author and institution names may contain 

abbreviation or disambiguation issues. Finally, 2026 is an incomplete publication and 

citation year; its output should not be compared mechanically with full years. Future studies 

should combine multiple databases, apply controlled thesauri for standardized algorithm 

names, and replicate the mapping after additional post-standardization adoption data 

become available. 

 

9. Conclusion 
 

This bibliometric analysis traces the 1346 Web of Science articles related to post-

quantum cryptography from the year 2015 to 2026 and reveals a field in rapid change. 

After 2021, the number of publications increased rapidly, reaching 456 in 2025. The 

literature is scattered and there are several core journals, institutions, and authors who 

provide visible intellectual leadership in cryptography, hardware, networking, IoT, 

blockchain, embedded systems, and cybersecurity. The top two countries in terms of 

citation influence are China and the United States, followed by Korea and India. 

 

More important than growth statistics are conceptual evidence. The main terms used 

for lattice-based cryptography, security, quantum computing, hardware, NIST, blockchain, 

authentication, and CRYSTALS-Kyber, are the focus. The trend topics show a moving from 

multivariate cryptography, provable security, cryptanalysis, McEliece to isogeny-based 

work, lattice-based implementation, hardware, standardized algorithms, blockchain to 

authentication. Thematic and network analyses reveal that hardware and security are not 

side applications but are closely connected with the cryptographic core. 

 

It is now a new era of post-quantum research agenda. However, the identification of 

quantum-resistant algorithms is no longer the main challenge. It is to deploy in a secure 

manner standardized mechanisms in real systems, with performance, interoperability, 

updatability and resilience to classical implementation attacks. Migration dependencies, 

hybrid protocols, IoT constraints, blockchain redesign, and lifecycle governance are likely to 

be the next areas of research in the context of crypto-agility and migration dependencies. 

This opens possibilities for cross-layer research, which links cryptographic design with 

systems security. The evidence suggests early, planned migration should be done in a 

structured way, instead of waiting for quantum risk to be immediate, for practitioners and 

policymakers. 
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